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US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

Nulnerability

e Vulnerability Note VU#388289 -

\ . Sun Microsystems Java GIF image processing buffer overflow \&-

‘Q‘:_‘{'." Overview . and Tips ‘ ' vs I : , =

A vilinerabday i the Sun Java Runtne Eaveoomcnt muny allow a8 attacher 1o cvecutic arbatrary oode o8 2 vl

National Cyber Alert System
Technical Cyber Security Alert TAO7-059A

Non-Technical

L. Description

I

.
L The Sun Java Runtieme Eavieooment (JRE) allows users 1o ran Liva spplications in a beowser o as ssasdalone )
GHF image with 2 specatiad widih of 0 o processad, the Sus JRE will overwrite ssemory costents, witich can ¢

2 N Government Sun Solaris Telnet Worm

OEN Note that explor code for dis veinorabality is publicty avaslable
S —— Control Systems

D Pubbe 11, Impact Orignal relaass dan February 28, 2007

Last revised: —
L Pt bedod A remole urauiientxatod attacker many B¢ ablc 10 cuecste arherary code Source US-CERT
D Upndatcd
1L Sobution
Scegoes Moy sy‘m‘“ Affected
Apply a0 update o Sum Solarts 10 (Sun0S 510)
Nrvads” (SunOS S 1
Per Sumsolve document |07, thes iswe is addoessed in Report an Incident n . l
Bom SPARC and el (x58) srchinciures ave Macind
o JIK and JRE 5.9 Update 10 or Later REW‘ Phuhlnq
el o SIN and JRE 1.4.2 1) or later
Tocheacd Bulth ® SDK and JEE 3.5.1_3% or ister Report a Vulnerability
Overview
A
% — Dsable Java DS Thweat Advisary A WO 5 expioting a vuinenadiity (VUSE31872) in e Sun Solans teinet doemon (in.telsetd)
Drsable Java in your web Browser, as spocaied m ihe Soounng Your Web Brow sty decussent Natsomal Threat Advisory:
Systems Affected e —— L D.“w
Vendor Status Date Notifled Date Updated ™ g & AWOMS 5 xpIiONNg & VUINSMDEty In the WINet Aaemon (1. telneotd) on unpaiched Sun Solans systems. The vuinerabiiny
Ancke Comaer Inc  Urknown 18-Ja-3007 A QIFERE SevaE I tha Sirine allows the WO (or any attacker] 10 Jog In via einet (23%cp) with elevated privileges. Further detads about the vuineradiity ane
ML A : sector is High or Orange avalabio In Videarability Note VUSSS 1572 (CVE-2007-0842)
LM eSener Unknown | -Feb- 207 Rea .
Sun Microsyssems, [ng, Velnerable 17 Jan 2007 Bocause VUSSS1ATZ 5 19vial 10 exdiof and sullicient technical detadl & pubiicly avaslable, any amacker, NOE Just this wom,

COUS P! wanerabie sysisems

Craractenstics of the worm iInclude, but are not imited %0

o Exploting VUSES 1872 10 log In v teinet a5 the users admor 1p
o Changing PENMISSIONS 0N /var /ade/wispx 10 - IW =L ===
e Creating the direciory . adm in /var/aas/sa/

o AOSING .profile Mesi0 /var/ada/ and /vaz/apool/ip/
o 1PAlAng A UDENICANS Dackaocr sheld on port 32982

o NOSFying Ccrontad enties for the users ads and Lp

o Scannng 10or ot ROt rusning Seinet (23\cp)

Sun has putishad RIMAton ADOUE 1N worm I8 T Secunty Sun Al Feed Inthuding an ROCUlaton scrig! that deaaties e
Inine! Aaemon And rMeverses known changes made by the worm

© 2009, Sun Microsystemes, Inc.

Thursday, 1 October 2009
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Why Aren’t These Tools Used at Sun?

* Long-running times over MLOC
» Up to | week over ~6 MLOC

* Large false positive rate in practice
» 30-50%
* High cost for commercial tools given the above

» Proportional to # LOC
» Tied to specific software to be checked

» Maintenance fee on a yearly basis
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Sample Source Code Sizes at Sun

* Vast majority is C/C++ system code
.
» JDK™ platform
- 900 KLOC (VM and native libs)

> ...

» OpenSolaris™ operating system
- OS/Networking (ON) consolidation: |0 MLOC
- Full distro: >20 MLOC

© 2009, Sun Microsystemes, Inc.

Thursday, 1 October 2009



@Sun

The Parfait Design
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Key Features of the Parfait Design

* Scalability achieved by
» Layered approach
» Demand-driven analyses

» Multiple ways to parallelize framework

- per bug-type basis, per analysis, per “executable”-file basis

* Precision achieved by

» Multiple lists of bugs

» Bugs moved from PotentialBugs to RealBugs list
conservatively
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The Parfait Framework

? PA, = Program Analysis

Layered analyses: —— e
- ordered, cheap to expensive —
- sound analyses

- demand-driven
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Layers of Analysis by Example

Finding buffer overflow
3 layers
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Sample Program

0 #include <stdlib.h>

1 #define BUFF_SIZE 100

2

3 int main (int argc, char *argv[])
4 { char buf[BUFF_SIZE], *buf2;
5 intn=BUFF_SIZE, i

6

7 if (argc = 3){

8 printf("Usage: name length data\n");
9 exit(-1);

10 }

11

12 for(i=1;i<=n;i++){

13  buf]i] ="A’;

14 }

15 buf[n] =0

16

17 n = atoi(argv[l]);

18 buf2 = (char*)malloc(n);
19 for (i=0;i<=n;i++){
20  buf2[i] = argv[2][i];

21 }

22

23 return O;

24 }
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Sample Program

0 #include <stdlib.h>

1 #define BUFF_SIZE 100

2

3 int main (int argc, char *argv[])

4 { char buf[BUFF_SIZE], *buf2;

5 intn=BUFF_SIZE, i

6

7 if (argc = 3){

8 printf("Usage: name length data\n");

9 exit(-1);

10 }

11

12 for(i=1;i<=n;i++){
13 buf[if ='A’
14 }

15 buff[n] ="0';

16

17 n = atoi( argv[l] );
18 buf2 = (char*)malloc(n);
19 for (i=0;i<=n;i++){

20 buf2[ij = argv[2][i]
21 }

22

23 return O;

24 }
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Sample Program

Layer | - Constant Propagation & Index Checks

4 )
0 #include <stdlib.h>

1 #define BUFF_SIZE 100

2

3 int main (int argc, char *argv(])

4 { char buf[BUFF_SIZE], *buf2;

5 intn=BUFF_SIZE, i

12 for(i=1;i<=n;i++){
13  Dbuffi] ="A"

14 }

15 buf[n] ="0
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Sample Program

Layer | - Constant Propagation & Index Checks

4 )
0 #include <stdlib.h>

1 #define BUFF_SIZE 100

2

3 int main (int argc, char *argv[])

4 { char buf[BUFF_SIZE], *buf2; 4 char buf[100];

5 intn=BUFF_SIZE, j; 5 buf[100] =10

12 for(i=1;i<=n;i++){
13  Dbuffi] ="A"

14 }

15 buf[n] ="0
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Sample Program

Layer 2 - Partial Evaluation
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0 #include <stdlib.h>

1 #define BUFF_SIZE 100

2

3 int main (int argc, char *argv(])
4 { char buf[BUFF_SIZE], *buf2;
5 intn=BUFF_SIZE, i

6

12 for(i=1;i<=n;i++){
13 buf[i] ='A’
14 }

15 buf[n] ="\0"
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Sample Program

Layer 2 - Partial Evaluation

0 #include <stdlib.h>
1 #define BUFF_SIZE 100
2

3 int main (int argc, char *argv[])

4 { char buf[BUFF_SIZE], *buf2; 12 for (i = 1;i <= 100; i++) {
5 intn=BUFF_SIZE, i; if(i<O0]|i>99)
6

return (true);

14 }
12 for(i=1;i<=n;i++){

13 buflif ="A’
14 }
15 buf[n] ="\0"

return (false);
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Sample Program
Layer 3 - Symbolic Analysis

4 )
0 #include <stdlib.h>
1 #define BUFF_SIZE 100
2
3 int main (int argc, char *argv[])
4 { char buf[BUFF_SIZE], *buf2;
5 intn=BUFF_SIZE, i
17 n = atoi( argv[l] );
18 buf2 = (char*)malloc(n);
19 for (i=0;i<=n;i++){
20 buf2[il  =argv[2]i];
21 }
22
23 return O;
24}
- /
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Sample Program
Layer 3 - Symbolic Analysis

4 )
0 #include <stdlib.h>
1 #define BUFF_SIZE 100
2 3 int main (int argc, char *argv[])
3 int main (int argc, char *argv[]) 4 { char buf[BUFF_SIZE], *buf2;
4 { char buf[BUFF_SIZE], *buf2; 5 intn=100;
5 intn=BUFF_SIZE, i
17 n = atoi( argv[1l] )/l S[n]={N,N}
17 n = atoi( argv[l] ); 18 buf2 = (char*)malloc(n);
18 buf2 = (char*)malloc(n); 19 i=0; /l S[i]={0,0}
19 for(i=0;i<=n;i++){ while(i <= n) {
20 buf2[il  =argv[2]i]; 20 buf2[i]  =argv[2][i];
21 | I S[f]={0, N}
29 21 i+ /l S[i]={1,N+1}
23 return O; }
24 }
- J
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Sample Program
Final Analysed Program by Parfait

4 )
0 #include <stdlib.h> 15  bufln] =0\00;
1 #define BUFF_SIZE 100 16
2 17 n = atoi( argv[l] );
3 int main (int argc, char *argv[]) 18 buf2 = (char*)malloc(n);
4 { char buf[BUFF_SIZE], *buf2; 19 for (i=0;i<=n;i++) {
5 intn=BUFF_SIZE, i; 20 buf2[ii = argv[2][i] ;
6 21 '}
7 if (argc = 3){ 22
8 printf("Usage: name length data\n"); 23 return O;
9 exit(-1); 24 }
10 }
11
12 for(i=1;i<=n;i++){
13 buf[j = OAG;
14 }
\_ J
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The Parfait Implementation
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The Parfait Implementation

bc

> paricgec P 222222

* Built on LLVM
» parfait-gcc is a script around llvm-gcc

» parfait is the bug-checker proper
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Pass Dependencies in Parfait

Buffer Overflow List Pointer Bug List

Gated SSA
Symbolic Value Dataflow Framework
Symbolic Symbol Table

Augmented SSA
Compiletime Computable

Constant Index Checks Partial Evaluation Symbolic Analysis Memory Leak Checks

Parfait

Execution Engine -
Dominator Tree Scalar. Evolution

Inter:a_lr_'eter Post Dominance Frontier R —
L Post Dominator Tree

Loop Info

Promote Memory lo Register
Constant Propagation Pass

CFGSimpIiﬁcationPass
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Results

Reference dataset: OpenSolaris™ ON b93
Latest dataset: Solaris ON bl 21
Parfait 0.2.3.584 (18 Sep 09)
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Performance Results over Solaris ON b2 |*
AMD Opteron 2.8 GHz,2 GB memory

Build Time (mins)

Normal build

364
(Sun™ Studio, gcc)
Parfait build 34
(Sun Studio, gcc, parfait-gcc)
Parfait analysis 51

(parfait)

* 10 million non-commented lines of C/C++ source code (uts, cmd, lib, common, closed)
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Accuracy Results over OpenSolaris b93*

True Positives and False Positives

Bug Type Parfait reports TP (%) FP (%)
Buffer 488 93% 7%
overrun
Memory 464 92% 8%
leak
Format string 1,009 963 4%

type mismatch

* 7 million non-commented lines of C/C++ source code (uts, cmd, lib, common, closed)
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Results with Open Source Kernels
OpenSolaris, Linux, OpenBSD

LOC

Buffer

Bug

OpenSolaris UTS
b105

Linux 2.6.29*

OpenBSD 4.4

13

Core

Device drivers
Core
Device drivers
Core

Device drivers

2.1M

1.2M

1.6M

4.1M

0.5M

0.8M

overflow
15

67
12

85

26

density
0.0069

0.054
0.0073
0.020
0.0060

0.029

* Linux has the benefit of 2 separate scans already made by Coverity over the Linux code base
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Being fixed
Fixed
Submitted
Fixed
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The Parfait User Interface
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Web-based GUI
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s Overview

:

Show Bugs

LN TN N SN B

\

& Bugs

J Files | (1)

The Parfait Project ¢

w9

# Line 2564

® Line 2564

o TN
Line 101

#® Line 365
2 Line 365

# Line 365

W @ £14 buffer-overrun
# Line 191 Use of fscanf(¥s), with buffer ‘¢cb.ct
] @
# Line 396 n call to 'sprintf” with format string “sendto() failed
# Line 396
: d Filter

Include Bugs that Match

#2 memory-leak

Leak of pointer malloc{{imulti * 4))

#3 memory-leak

Leak of pointer malloc{(multi * 4))

#4 buffer-overrun

in /zcratch/sunlabs/onnv-20080624 Jopen_src/usr/src/common/openssi/apps/speed.c

in /zcratch/sunlabs/onnv-20080624 Jopen_src/usr/src/common/openssi/apps/speed.c

in /zcratch/sunlabs/onnv-20080624 Jopen_src/usr/src/common/openssi/crypto/des/xcbe_enc.c  in function DES_xwhite_in2out

n array dereference of outli] defined as

#6 memory-leak

in /zcratch/sunlabs/onnv-20080624 Jopen_src/usr/src/lib/pam_modules/authtok_check/packer.c in function packer

(*out_white)[i] with index ", Array size is 8 bytes, index is 8

Leak of pointer listcopy allocated with strdupd(list)

Leak of pointer listcopy allocated with strdupllist)

Leak of pointer listcopy allocated with strdup(list)

#13 buffer-overrun

Use of fscanfi

#18 format-string-arg-mismatch in /zcratch/sunlabs/onnv-20080624 fusr/src/cmd/agents/snmp/snmplib/amd64/../pdu.c

in /zcratch/sunlabs/onnv-20080624 Jusr/src/cmd/acct/acctmerg.c

s), with buffer 'tp->ta_name

in /zcratch/sunlabs/onnv-20080624 fusr/src/cmd/acct/acctprel.c

name'

3A. With format string parameter 1 |

n call to "sprintf’ with format string "sendto() failed %s™%3A. With format string parameter 1 {

|_n Freld(s)

Al )

\(mh Severity O <
‘Any %) Apply  Clear

3A Too few arguments

in function do_mult

in function do_mult

in function getnext

-

in function readctmp

in function snmp_pdu_send

All arguments used up

3A Too few arguments. All arguments used up

ide 8
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Web-based GUI

» GUI tested with

» Firefox 3, 3.5

» Safari 4.0

» Chrome 1,2, 3

» Internet Explorer 8,7

* GUI tested on
» Solaris, Mac OS X, Linux and Windows

* Usability testing conducted

» University students

» Sun engineers

© 2009, Sun Microsystemes, Inc.
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LLVM Evaluation
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* Modern compilation infrastructure

» modular

Benefits

» uses SSA representation

» extensible
* Cross platform
* Portable IR
* Well documented

* Ease of prototyping

© 2009, Sun Microsystemes, Inc.
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* Lack of union type information in IR

Challenges

* Lack of backwards compatibility

* Limited support for debug information

* Memory consumption issues

* Performance issues with llvm-ld

* Reliance on “newer” versions of gcc (4.x)

» much legacy code doesn’t compile with gcc 4.x

* Some non-extensible implementations

© 2009, Sun Microsystemes, Inc.

& Sun

Thursday, 1 October 2009




X Sun

microsystems

Challenges

llvm-ld overhead is not linear

W parfait-gcc build
~" parfait-gcc-nolink build

1:00

0:55

0:50

0:45

0:40

0:35

0:30

0:25

0:20

0:15

0:10

0:05

| ; i | a4

0:00 g : = ] - .
wu openssh tcl sendmail meme asterisk perl gcc mysql
(18 KLOC) (46 KLOC) (70KLOC) (88KLOC) (217 KLOC) (290 KLOC) (398 KLOC) (453 KLOC) (887 KLOC)

Generated Tuesday 29 September, 2009 at 01:44PM
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Summary
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Parfait is a new C/C++ bug-checking tool

scalable and precise
starting to be widely used internally

external requests

Extensible framework

Our emphasis
Buffer overflow, pointer/memory-related errors, format string
Our collaborators

Concurrency bugs, automated testing, OO-specific bugs

Has found real bugs in
Solaris, OpenBSD, Linux, |DK, ...
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The Parfait Team

parfait-dev(@sun.com

http://research.sun.com/projects/parfait
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