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● Track runtime behavior of apps
○ Debugging and sanitization

○ Logging of events

○ Monitor resource usage

○ Performance analysis for optimization
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i32 myfunc(ptr %p) {
  %v = load i32, ptr %p, align 8
  store i32 10, ptr %p, align 8 
  ret i32 %v
}

i32 myfunc(ptr %p) {
  call void @__before_load(ptr %p, i32 4) 
  %v = load i32, ptr %p, align 8
  store i32 10, ptr %p, align 8
  ret i32 %v
}

Original code: Instrumented code:



● Two main actors

a. Compiler augments the original code with extra code

b. Runtime component receives that data during the execution
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Compilerexample.c Instr.
Binary

+ Instrument 
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Pass

Compilation stage Execution stage

Data processing 
or storage

Do we need to reimplement 
the pass each time? Most likely, yes
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● Compilers lack generic mechanisms for instrumenting
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● Compilers lack generic mechanisms for instrumenting
○ Multiple passes implement custom logic

○ Generally similar but quite different
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● Compilers lack generic mechanisms for instrumenting
○ Multiple passes implement custom logic

○ Generally similar but quite different

● Missing significant opportunities like
○ Improving code maintainability
○ Reducing code replication
○ Simplifying development of instrumentation tools

Compiler
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A

RT Lib 
B

RT Lib 
C



Why not a Generic Instrumentation Pass?
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● New Instrumentor pass in LLVM

○ Generic, customizable and extendable

○ Enabling multiple uses and users
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● New Instrumentor pass in LLVM

○ Generic, customizable and extendable

○ Enabling multiple uses and users

● Exploiting the opportunities
○ Improve code maintainability
○ Reduce code replication
○ Simplify development of instrumentation tools

Compiler
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i32 myfunc(ptr %p) {
  %v = load i32, ptr %p, align 8
  store i32 10, ptr %p, align 8 
  ret i32 %v
}

Before Instrumentor pass:
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i32 myfunc(ptr %p) {
  %v = load i32, ptr %p, align 8
  store i32 10, ptr %p, align 8 
  ret i32 %v
}

i32 myfunc(ptr %p) {
  call void @__instrumentor_pre_load(
          ptr %p, i32 4, i32 8, i32 0)
  %v = load i32, ptr %p, align 8
  store i32 10, ptr %p, align 8
  ret i32 %v
}

Before Instrumentor pass:

After Instrumentor pass:

opt -passes=instrumentor -instrumentor-read-config-file=file.json example.ll -S
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i32 myfunc(ptr %p) {
  %v = load i32, ptr %p, align 8
  store i32 10, ptr %p, align 8 
  ret i32 %v
}

i32 myfunc(ptr %p) {
  %np = call ptr @__instrumentor_pre_load(
          ptr %p, i32 4, i32 8, i32 0) 
  %v = load i32, ptr %np, align 8
  store i32 10, ptr %p, align 8
  ret i32 %v
}

Before Instrumentor pass:

After Instrumentor pass:

opt -passes=instrumentor -instrumentor-read-config-file=file.json example.ll -S



How does the Instrumentor work?
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example.c
LLVM 

IR

Instr. 
LLVM 

IR

example

Clang (C to 
LLVM IR)

Instrumentor
LLVM Pass

Instrument
RT Library

+

Compile and
Link

JSON 
config file

opt -passes=instrumentor -instrumentor-read-config-file=file.json example.ll -S

clang -Xclang -finstrumentor -mllvm -instrumentor-read-config-file=file.json example.c

or
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● Instrumentation opportunities
○ Instructions
○ Functions
○ Global variables
○ Module

● Position of the instrumentation
○ Before (pre) and/or after (post)
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● Instrumentation opportunities
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■ Loads, stores
■ Function calls (+ inspection of args)
■ Allocas
■ Branches, compares
■ …

○ Function enter/exit (+ inspect of args)
○ Global variables
○ Module constructor/dtor

● Position of the instrumentation
○ Before (pre) and/or after (post)



Instrumentor
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● Instrumentation opportunities
○ Instructions
○ Function enter/exit (+ inspect of args)
○ Global variables
○ Module constructor/dtor

● Other opportunities for optimization
○ Loop range info
○ Base pointer info



Use cases
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Example Use: Profiler
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The final result (visualized):



Used JSON:

Example Use: Profiler
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Example Use: Profiler
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Used Runtime:



Example Use: Detect dead and redundant stores
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OK

Dead Store

Redundant Store



Example Use: Detect dead and redundant stores
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Used JSON Used Runtime



Some extras
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Extras: Use Instrumentor within LLVM
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● Use Instrumentor programmatically w/o JSON file
○ Fine-grained control of what is instrumented

○ Pass custom data to RT calls

● Using class inheritance and callbacks



Extras: Systematic RT Functions
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● Instrumentor generates systematic RT function prototypes

Runtime A Runtime B



Extras: Auto Generate RT Stub
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Extras: Auto Generate RT Stub
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opt -passes=instrumentor -instrumentor-read-config-file=file.json empty.ll -S

1)

2)



Extras: Auto Generate RT Stub
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rt.c

opt -passes=instrumentor -instrumentor-read-config-file=file.json empty.ll -S

1)

2)

3)



Complex use case: Sanitizer
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Complex Use: Novel Address Sanitizer
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● ASAN use extra memory and accesses
○ Requires extra memory per allocation

○ Requires 2x memory accesses

○ False negatives

…
…

…

double 
A[1000]

long x

…

…

…

⅛
 m

apping

fixed-sized 
red zones



Complex Use: Novel Address Sanitizer
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● Idea: Use virtual pointers to encode object’s info

○ Replace real pointers with virtual pointers

○ No red zones

Johannes Doerfert, Ethan McDonough, Vidush Singhal. (Offload) ASAN via Software 
Managed Virtual Memory. 2024 LLVM Developer’s Meeting (October).
Presentation video: https://youtu.be/B60jp4khrvc

https://youtu.be/B60jp4khrvc
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Johannes Doerfert, Ethan McDonough, Vidush Singhal. (Offload) ASAN via Software 
Managed Virtual Memory. 2024 LLVM Developer’s Meeting (October).
Presentation video: https://youtu.be/B60jp4khrvc

…

double 
A[1000]

long x

…

…

Vi
rtu

al
 P

tr

offsetobject idx

… &A | 8000 …&x | 8

idx into table

base addr

offset into obj 

https://youtu.be/B60jp4khrvc
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Johannes Doerfert, Ethan McDonough, Vidush Singhal. (Offload) ASAN via Software 
Managed Virtual Memory. 2024 LLVM Developer’s Meeting (October).
Presentation video: https://youtu.be/B60jp4khrvc

void increment(double *A, int N) {
 
  for (int I = 0; I < N; ++I) {

    A[I]++;
  }
}

… &A | 8000 …&x | 8

V
P

tr
offsetobject

https://youtu.be/B60jp4khrvc
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Johannes Doerfert, Ethan McDonough, Vidush Singhal. (Offload) ASAN via Software 
Managed Virtual Memory. 2024 LLVM Developer’s Meeting (October).
Presentation video: https://youtu.be/B60jp4khrvc

void increment(double *A, int N) {
  auto [Base, Size, Offset] = __lookup(A);
  for (int I = 0; I < N; ++I) {
    __check_access(Offset + I, Size);
    A[I]++;
  }
}

… &A | 8000 …&x | 8

V
P

tr
offsetobject

VPtr

https://youtu.be/B60jp4khrvc
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Johannes Doerfert, Ethan McDonough, Vidush Singhal. (Offload) ASAN via Software 
Managed Virtual Memory. 2024 LLVM Developer’s Meeting (October).
Presentation video: https://youtu.be/B60jp4khrvc

void increment(double *A, int N) {
  auto [Base, Size, Offset] = __lookup(A);
  for (int I = 0; I < N; ++I) {
    __check_access(Offset + I, Size);
    (Base + Offset)[I]++;
  }
}

… &A | 8000 …&x | 8

V
P

tr
offsetobject

VPtr

https://youtu.be/B60jp4khrvc
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Johannes Doerfert, Ethan McDonough, Vidush Singhal. (Offload) ASAN via Software 
Managed Virtual Memory. 2024 LLVM Developer’s Meeting (October).
Presentation video: https://youtu.be/B60jp4khrvc

void increment(double *A, int N) {
  auto [Base, Size, Offset] = __lookup(A);
  for (int I = 0; I < N; ++I) {
    __check_access(Offset + I, Size);
    (Base + Offset)[I]++;
  }
}

… &A | 8000 …&x | 8

V
P

tr
offsetobject

Instrumentor!

VPtr

https://youtu.be/B60jp4khrvc


Conclusions
● Instrumentor: a customizable instrumentation based on LLVM

○ Unified way to instrument programs

○ Easy to customize as a user, easy to extend as a developer!

○ Paving the path for future instrumentation-based tools

● Many common use cases
○ Time profiling

○ Gather runtime information

○ etc.

● More complex use cases
○ InputGen [1]

○ Address Sanitizer (CPU and GPU code)
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[1] Ivanov, I. R., Meyer, J., Grossman, A., Moses, W. S., & Doerfert, J. (2024). Input-Gen: Guided 
Generation of Stateful Inputs for Testing, Tuning, and Training. arXiv preprint arXiv:2406.08843



Thank you!

Kevin Sala (salapenades1@llnl.gov)
Johannes Doerfert (jdoerfert@llnl.gov)
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