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Extremely Collaborative Work!

- bv_decide was developed by the Lean Focused Research Organization (Henrik Böving 
implemented bv_decide, supervised by Kim Morrison, Leonardo De Moura)

- Josh Clune implemented the LRAT checker. 

- Many folks contributed to the Bitvector Library: Abdalrhman Mohamed, Alex Keizer, Harun 
Khan , Henrik Böving , Joe Hendrix , Kim Morrison , Leonardo de Moura , Luisa Cicolini, Siddharth 
Bhat, Tobias Grosser, Wojciech Nawrocki, Joe Hendrix, ...

- Collaboration with Léo Stefanesco to implement arbitrary-width decision procedures.

- Chris Hughes wrote the first version of the decision procedure in Lean.



3

Alive Is Awesome!

define i32 @src(i32) {
  %r = udiv i32 %0, 8192
  ret i32 %r
}

define i32 @tgt(i32) {
  %r = lshr i32 %0, 13
  ret i32 %r
}
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Alive Is Awesome!

define i32 @src(i32) {
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Alive Is Awesome!

define i32 @src(i32) {
  %r = udiv i32 %0, 8192
  ret i32 %r
}

define i32 @tgt(i32) {
  %r = lshr i32 %0, 13
  ret i32 %r
}

Transformation seems to be correct!
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Alive Is Awesome!

define i32 @src(i32) {
  %r = udiv i32 %0, 1
  ret i32 %r
}

define i32 @tgt(i32) {
  %r = lshr i32 %0, 13
  ret i32 %r
}
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Alive is Awesome!

define i32 @src(i32) {
  %r = udiv i32 %0, 1
  ret i32 %r
}

define i32 @tgt(i32) {
  %r = lshr i32 %0, 13
  ret i32 %r
}

Transformation doesn't verify!

ERROR: Value mismatch

Example:
i32 %#0 = #x00000001 (1)

Source:
i32 %r = #x00000001 (1)

Target:
i32 %r = #x00000000 (0)
Source value: #x00000001 (1)
Target value: #x00000000 (0)
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Alive is Awesome!

define i32 @src(i32) {
  %r = udiv i32 %0, 1
  ret i32 %r
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define i32 @tgt(i32) {
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Transformation doesn't verify!
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Example:
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Alive is Awesome!
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ERROR: Value mismatch

Example:
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Alive is Awesome!



Alive is Awesome! How Does It Work?

define i32 @src(i32) {
  %r = udiv i32 %0, 8192
  ret i32 %r
}

define i32 @tgt(i32) {
  %r = lshr i32 %0, 13
  ret i32 %r
}
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Alive is Awesome! How Does It Work?

define i32 @src(i32) {
  %r = udiv i32 %0, 1
  ret i32 %r
}

define i32 @tgt(i32) {
  %r = lshr i32 %0, 13
  ret i32 %r
}

(set-logic QF_UFBV)

(define-fun src
  ((x (_ BitVec 32)))
  (_ BitVec 32)
  (bvudiv x (_ bv32 1)))

(define-fun tgt
  ((x (_ BitVec 32)))
  (_ BitVec 32)
  (bvlshr x (_ bv32 32)))

13



Alive is Awesome! How Does It Work?

define i32 @src(i32) {
  %r = udiv i32 %0, 1
  ret i32 %r
}

define i32 @tgt(i32) {
  %r = lshr i32 %0, 13
  ret i32 %r
}

(set-logic QF_UFBV)

(define-fun src
  ((x (_ BitVec 32)))
  (_ BitVec 32)
  (bvudiv x (_ bv32 1)))

(define-fun tgt
  ((x (_ BitVec 32)))
  (_ BitVec 32)
  (bvlshr x (_ bv32 32)))

"does src equal tgt for all inputs?"
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🧞Solver
✅
❌

"does src equal tgt for all inputs?"



Alive is Awesome! How Does It Work?

define i32 @src(i32) {
  %r = udiv i32 %0, 8192
  ret i32 %r
}

define i32 @tgt(i32) {
  %r = lshr i32 %0, 13
  ret i32 %r
}

(set-logic QF_UFBV)

(define-fun src
  ((x (_ BitVec 32)))
  (_ BitVec 32)
  (bvudiv x (_ bv32 8192)))

(define-fun tgt
  ((x (_ BitVec 32)))
  (_ BitVec 32)
  (bvlshr x (_ bv32 32)))

🧞Solver
✅
❌

"does src equal tgt for all inputs?"

LLVM QF_BVAlive
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Alive is Awesome! How does it work?

define i32 @src(i32) {
  %r = udiv i32 %0, 8192
  ret i32 %r
}

define i32 @tgt(i32) {
  %r = lshr i32 %0, 13
  ret i32 %r
}

(set-logic QF_UFBV)

(define-fun src
  ((x (_ BitVec 32)))
  (_ BitVec 32)
  (bvudiv x (_ bv32 8192)))

(define-fun tgt
  ((x (_ BitVec 32)))
  (_ BitVec 32)
  (bvlshr x (_ bv32 32)))

🧞Z3
✅
❌

"does src equal tgt for all inputs?"

SMT Solver
Transformation doesn't verify!

ERROR: Value mismatch

Example:
i32 %#0 = #x00000001 (1)

Source:
i32 %r = #x00000001 (1)

Target:
i32 %r = #x00000000 (0)
Source value: #x00000001 (1)
Target value: #x00000000 (0)

16
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Alive is Awesome! How Does It Work?

LLVM

Alive IR

QF_BV (64-bit)

SMT Solver
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Alive is Awesome! How Does It Work?

LLVM

Alive IR

QF_BV (64-bit)

SMT Solver



Verified Fixed Width Bitvector Solver:  bv_decide

Bitvector Formula SAT Problem

UNSAT proof Verify UNSAT Proof

Verified ✅

How To Verify? 🤔

Should We Verify? 🤔
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Verified Fixed Width Bitvector Solver:  bv_decide

Bitvector Formula SAT Problem

UNSAT proof Verify UNSAT Proof

Verified ✅

How To Verify? 🤔

Should We Verify? 🤔

Bitwuzla
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Alive is Awesome! How Does It Work?
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Alive is Awesome! How Does It Work?

LLVM

Alive IR

QF_BV (64-bit)

Verified SMT Solver

SMT Solver Proofs Need Arbitrary Width Theorems
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Verified Fixed Width Bitvector Solver:  bv_decide

Bitvector Formula SAT Problem

UNSAT proof Verify UNSAT Proof

theorem unsat_of_verifyBVExpr_eq_true (bv : BVLogicalExpr) (c : String)

   (h : verifyBVExpr bv c = true) : ∀ (f : Assignment), eval f bv = false



RAT Proof Certificates: Pure Literal Elimination

Example Unsat? (x ∨ y) ∧ (x ∨ z)

Can safely assign (x = T) 
  → Example Unsat? (y ∧ z)

NOT logically equivalent to (x ∨ y) ∧ (x ∨ z)
  But it is equisatisfiable.  

Such reasoning cannot be represented by resolution!  😔
Extend resolution with reasoning principles!
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Verified Fixed Width Bitvector Solver:  bv_decide

Bitvector Formula SAT Problem
How To Verify? 🤔

011b + 100b (bits / booleans ✅)
= 3 + 4
= 7 (natural numbers ❌)
= 111b



Verified Fixed Width Bitvector Solver:  bv_decide

Bitvector Formula SAT Problem
How To Verify? 🤔

011b + 100b (bits / booleans ✅)
= 3 + 4
= 7 (natural numbers ❌)
= 111b

In General, We Must Prove This Correct For Arbitrary Width!
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Alive is Awesome! How Does It Work?

LLVM

Alive IR

QF_BV (64-bit)

Verified SMT Solver

In General, We Must Prove This Correct For Arbitrary Width!



Gigantic Bitvectors Are Becoming Common!

Arm SVE: 2048 Bit Width Vectors
Fully Homomorphic Encryption: Wide Registers



Gigantic Bitvectors Are Becoming Common!

Arm SVE: 2048 Bit Width Vectors
Fully Homomorphic Encryption: Wide Registers
I Sleep Better At Night With an Arbitrary Width Proof 

Just Prove The Arbitrary Width Theorems 🔥
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Algorithms for Arbitrary Bitwidth Proofs

QF_BV (arb. bit)

Alive IR

Verified SMT Solver

LLVM
bv_automata: Automata Theory
bv_mba: 1bit to Nbit generalization

Just Prove The Arbitrary Width Theorems 🔥
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bv_automata: Width-Quantified Problems

theorem and_idem: ∀ (w : Nat) (x : BitVec w), x & x = x := by bv_automata

...   x5    x4    x3    x2    x1    x0 :     x
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bv_automata: Width-Quantified Problems

theorem and_idem: ∀ (w : Nat) (x : BitVec w), x & x = x := by bv_automata

...   x5    x4    x3    x2    x1    x0 :     x

...   x5    x4    x3    x2    x1    x0 :     x

     ...................x2&x2 x1&x1 x0&x0 :   x&x

         .....1.....1.....1.....1.....1     1     1 : x&x=x

Does x&x=x produce an infinite sequence of 1s?



Does x&x=x produce infinite sequence of 1s?

Automata for a&b:

a:1 b:1/1

a:1 b:0/0

a:1 b:0/0a:0 b:1/0

  :   a

  :   b

    : a&b



Does x&x=x produce infinite sequence of 1s?

Automata for a&b:

a:1 b:1/1

a:1 b:0/0

a:1 b:0/0a:0 b:1/0

 0 :   a

 1 :   b

   0 : a&b



Does x&x=x produce infinite sequence of 1s?

Automata for a&b:

a:1 b:1/1

a:1 b:0/0

a:1 b:0/0a:0 b:1/0

  1 0 :   a

 1 1 :   b

   1 0 : a&b



Does x&x=x produce infinite sequence of 1s?

Automata for a&b:

a:1 b:1/1

a:1 b:0/0

a:1 b:0/0a:0 b:1/0

  1 1 0 :   a

 0 1 1 :   b

   0 1 0 : a&b



Does x&x=x produce infinite sequence of 1s?

Automata for a&b:

a:1 b:1/1

a:1 b:0/0

a:1 b:0/0a:0 b:1/0

  1 1 0 :   a

 0 1 1 :   b

   0 1 0 : a&b



Does x&x=x produce infinite sequence of 1s?

Automata for a&b:

a:1 b:1/1

a:0 b:0/0

a:1 b:0/0a:0 b:1/0



Does x&x=x Produce An Infinite Sequence of 1s?

Automata for x:

x:1/1

x:0/0

Automata for a&b:

a:1 b:1/1

a:0 b:0/0

a:1 b:0/0a:0 b:1/0
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Automata for a&b:
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  :   b
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Does x&x=x Produce An Infinite Sequence of 1s?

Automata for a=b:

   1 :   a

 1 :   b

    1 : a=b

a:1 b:1/1

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

a:* b:*/0



Does x&x=x Produce An Infinite Sequence of 1s?

Automata for a=b:

   0 1 :   a

 0 1 :   b

    1 1 : a=b

a:1 b:1/1

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

a:* b:*/0



Does x&x=x Produce An Infinite Sequence of 1s?

Automata for a=b:

   0 0 1 :   a

 1 0 1 :   b

    0 1 1 : a=b

a:1 b:1/1

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

a:* b:*/0
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Automata for a=b:

   1 0 0 1 :   a

 1 1 0 1 :   b

    0 0 1 1 : a=b

a:1 b:1/1

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

a:* b:*/0



Does x&x=x Produce An Infinite Sequence of 1s?

Automata for a=b:

   1 0 0 1 :   a

 1 1 0 1 :   b

    0 0 1 1 : a=b

a:1 b:1/1

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

a:* b:*/0



Does x&x=x Produce An Infinite Sequence of 1s?

Automata for a=b:
a:1 b:1/1

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

a:* b:*/0

Automata for x:
x:1/1

x:0/0

Automata for x&x:

x:1/1

x:0/0



Does x&x=x Produce An Infinite Sequence of 1s?

Automata for a=b:
a:1 b:1/1

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

a:* b:*/0

Automata for x:
x:1/1

x:0/0

Automata for x&x:

x:1/1

x:0/0

Automata for x&x=x:

x:1/1

x:0/1

x:*/0
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Automata for a=b:
a:1 b:1/1

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

a:* b:*/0

Automata for x:
x:1/1

x:0/0

Automata for x&x:

x:1/1

x:0/0

Automata for x&x=x:

x:1/1

x:0/1

x:*/0

Does Automata for x&x=x Always Produce 1s?



Does x&x=x Produce An Infinite Sequence of 1s?

Automata for a=b:
a:1 b:1/1

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

a:* b:*/0

Automata for x:
x:1/1

x:0/0

Automata for x&x:

x:1/1

x:0/0

Automata for x&x=x:

x:1/1

x:0/1

x:*/0

YES: Automata for x&x=x Always Produce 1s!



Does x&x=x Produce An Infinite Sequence of 1s?

Automata for x&x=x:

x:1/1

x:0/1

x:*/0

YES: Automata for x&x=x Always Produce 1s!

theorem and_idem: ∀ (w : Nat)(x : BitVec w), 

    x & x = x := by bv_automata

         ...x1    x0 :     x

  ...x1    x0 :     x

     ...x1&x1 x0&x0 :   x&x

        ...1     1 : x&x=x



Does x&x=x Produce An Infinite Sequence of 1s?

Automata for x&x=x:

x:1/1

x:0/1

x:*/0

YES: Automata for x&x=x Always Produce 1s!

theorem and_idem: ∀ (w : Nat)(x : BitVec w), 

    x & x = x := by bv_automata

         ...x1    x0 :     x

  ...x1    x0 :     x

     ...x1&x1 x0&x0 :   x&x

        ...1     1 : x&x=x

🤔



Does x&x=x Produce An Infinite Sequence of 1s?

YES: Automata for x&x=x Always Produce 1s! 🤔



Does x&x=x Produce An Infinite Sequence of 1s?

YES: Automata for x&x=x Always Produce 1s!
Model Checking / k-induction

🤔

🥰



Automata for a+b:

Automata for a+b:

a:0 b:0/0

a:1 b:0/1

a:1 b:1/0

a:0 b:1/1

a:1 b:0/0

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

    :   a

  :   b

      : a+b



Automata for a+b:

Automata for a+b:

a:0 b:0/0

a:1 b:0/1

a:1 b:1/0

a:0 b:1/1

a:1 b:0/0

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

    1:   a

  0:   b

      1: a+b



Automata for a+b:

Automata for a+b:

a:0 b:0/0

a:1 b:0/1

a:1 b:1/0

a:0 b:1/1

a:1 b:0/0

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

     1 1:   a

  1 0:   b

      0 1: a+b



Automata for a+b:

Automata for a+b:

a:0 b:0/0

a:1 b:0/1

a:1 b:1/0

a:0 b:1/1

a:1 b:0/0

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

      1 1 1:   a

   0 1 0:   b

       0 0 1: a+b

1



Automata for a+b:

Automata for a+b:

a:0 b:0/0

a:1 b:0/1

a:1 b:1/0

a:0 b:1/1

a:1 b:0/0

a:0 b:0/1

a:0 b:1/0

a:1 b:0/0

      0 1 1 1:   a

   0 0 1 0:   b

       1 0 0 1: a+b

11



Automata for P ∧ Q:

Automata for P ∧ Q :

Recall Automata for equality: Told us if equality was true up to the index 
   1 0 0 1 :   a

 1 1 0 1 :   b
    0 0 1 1 : a=b

     1:   P

  1:   Q

      1: P∧Q



Automata for P ∧ Q:

Automata for P ∧ Q :

Recall Automata for equality: Told us if equality was true up to the index 
   1 0 0 1 :   a

 1 1 0 1 :   b
    0 0 1 1 : a=b

     1 1:   P

  1 1:   Q

      1 1: P∧Q



Automata for P ∧ Q:

Automata for P ∧ Q :

Recall Automata for equality: Told us if equality was true up to the index 
   1 0 0 1 :   a

 1 1 0 1 :   b
    0 0 1 1 : a=b

     1 1 1:   P

  0 1 1:   Q

      0 1 1: P∧Q



Automata for P ∧ Q:

Automata for P ∧ Q :

Recall Automata for equality: Told us if equality was true up to the index 
   1 0 0 1 :   a

 1 1 0 1 :   b
    0 0 1 1 : a=b

     1 1 1 1:   P

  1 0 1 1:   Q

      0 0 1 1: P∧Q



Automata for P ∧ Q:

Automata for P ∧ Q :

Recall Automata for equality: Told us if equality was true up to the index 
   1 0 0 1 :   a

 1 1 0 1 :   b
    0 0 1 1 : a=b

     0 1 1 1 1:   P

  0 1 0 1 1:   Q

      0 0 0 1 1: P∧Q



Automata for P ∧ Q:

Automata for P ∧ Q :

Recall Automata for equality: Told us if equality was true up to the index 
   1 0 0 1 :   a

 1 1 0 1 :   b
    0 0 1 1 : a=b

     0 1 1 1 1:   P

  0 1 0 1 1:   Q

      0 0 0 1 1: P∧Q

Automata for P∨Q :

     0 1 1 1 1:   P

  0 1 0 1 1:   Q

      0 0 0 1 1: P∨Q



What Is Automata Representable?

- Bitwise Operations, Equality

- Addition (Build Add-Carry Circuit)

- Negation (-x = !x + 1)

- Multiplication by Constants: 3 * x = x + x + x

- Left Shift: a <<< 2 = a * 4 = a + a + a + a

- Right Shift: a >>> 1 = b if and only if the bits b[i] equals a[i+1]:
∀ aShift, aShift & (..1110) = a → aShift = b

- Boolean Combinations of Conditions: and, or, not. 



What Is Automata Representable? (WIP Extensions)

- Sign Extend, Zero Extend

- Multiple Widths, Append

- IsPowerOf2?
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theorem add_eq_xor_and (x y : BitVec w) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

theorem add_eq_xor_and_w1 (x y : BitVec 1) : 

    x.toInt + y.toInt - (x ^^^ y).toInt - 2 * (x &&& y).toInt = 0
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    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

theorem add_eq_xor_and_w1 (x y : BitVec 1) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

x1x0 + y1y0 - (x1x0 ^ y1y0) - 2 * (x1x0 & y1y0)
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    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

theorem add_eq_xor_and_w1 (x y : BitVec 1) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

x1x0 + y1y0 - (x1x0 ^ y1y0) - 2 * (x1x0 & y1y0)

(2x1+x0) + (2y1+y0)
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theorem add_eq_xor_and (x y : BitVec w) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

theorem add_eq_xor_and_w1 (x y : BitVec 1) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

x1x0 + y1y0 - (x1x0 ^ y1y0) - 2 * (x1x0 & y1y0)

(2x1+x0) + (2y1+y0) - (2(x1^y1)+(x0^y0))
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    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

x1x0 + y1y0 - (x1x0 ^ y1y0) - 2 * (x1x0 & y1y0)
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    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

theorem add_eq_xor_and_w1 (x y : BitVec 1) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0
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    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

theorem add_eq_xor_and_w1 (x y : BitVec 1) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

x1x0 + y1y0 - (x1x0 ^ y1y0) - 2 * (x1x0 & y1y0)

(2x1+x0) + (2y1+y0) - (2(x1^y1)+(x0^y0)) - 2 * (2(x1&y1)+(x0&y0))
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theorem add_eq_xor_and (x y : BitVec w) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

theorem add_eq_xor_and_w1 (x y : BitVec 1) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

x1x0 + y1y0 - (x1x0 ^ y1y0) - 2 * (x1x0 & y1y0)
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theorem add_eq_xor_and (x y : BitVec w) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

theorem add_eq_xor_and_w1 (x y : BitVec 1) : ✅ 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

x1x0 + y1y0 - (x1x0 ^ y1y0) - 2 * (x1x0 & y1y0)

(2x1+x0) + (2y1+y0) - (2(x1^y1)+(x0^y0)) - 2 * (2(x1&y1)+(x0&y0))

2(x1 + y1 - (x1^y1) -2 * (x1&y1) = 0



bv_mba: Mixed-Boolean-Arithmetic

theorem add_eq_xor_and (x y : BitVec w) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

theorem add_eq_xor_and_w1 (x y : BitVec 1) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

x1x0 + y1y0 - (x1x0 ^ y1y0) - 2 * (x1x0 & y1y0)

(2x1+x0) + (2y1+y0) - (2(x1^y1)+(x0^y0)) - 2 * (2(x1&y1)+(x0&y0))

2(x1 + y1 - (x1^y1) -2 * (x1&y1) = 0

2(x0 + y0 - (x0^y0) -2 * (x0&y0) = 0



bv_mba: Mixed-Boolean-Arithmetic

theorem add_eq_xor_and (x y : BitVec w) : ✅ 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

theorem add_eq_xor_and_w1 (x y : BitVec 1) : 

    x + y - (x ^^^ y) - 2 * (x &&& y) = 0

x1x0 + y1y0 - (x1x0 ^ y1y0) - 2 * (x1x0 & y1y0)

(2x1+x0) + (2y1+y0) - (2(x1^y1)+(x0^y0)) - 2 * (2(x1&y1)+(x0&y0))

2(x1 + y1 - (x1^y1) -2 * (x1&y1) = 0

2(x0 + y0 - (x0^y0) -2 * (x0&y0) = 0



How Well Do These Algorithms Work? 

Problems Solved v/s walltime on MBA-Blast
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How Well Do These Algorithms Work?

- Rewrites With Constants For Fixed Width: ~500 problems  (7 → 2^w-1) 
- Rewrites With Multiple Widths: ~2000 problems (v, w, ...)
- Rewrites With Mul / Div / ... : ~500 problems



Trust Your Rewrites With Arbitrary Width Solvers!

Automata for x&x=x:
x:1/1

x:*/0

x1x0 + y1y0 - (x1x0 ^ y1y0) - 2 * (x1x0 & y1y0)

(2x1+x0) + (2y1+y0) - (2(x^y1)+(x0^y0))

   - 2 * (2(x1&y1)+(x0&y0))

2(x1 + y1 - (x1^y1) -2 * (x1&y1) = 0

2(x0 + y0 - (x0^y0) -2 * (x0&y0) = 0
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