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Introduction

Function discovery

Read Debug Info

Disassembly

CFG Construction

Read Profile Data

Local Optimizations

Global Optimizations

Emit and Link Functions

Update MetaData

Rewrite Binary File

• Binary Optimization and Layout Tool

• BOLT is a static post-link binary optimizer.

• Build on LLVM framework.

• Why a static binary optimizer?

✓ the simplicity of the approach

✓ the absence of runtime overheads

• Why use BOLT? 

✓ Speedup on top of LTO and PGO

✓ Support both GCC and LLVM code

✓ Perform some optimizations beyond than what a 

compiler can achieve

• Compilation pipeline



Optimizing the Linux Kernel with Bolt

• Linux 5.12 kernel brings support for building the kernel with LTO + Clang compiler

• Linux 6.13 kernel introduces AutoFDO and Propeller optimization support

• Optimizing the linux kernel with BOLT : 

(Guide) https://github.com/llvm/llvm-project/blob/main/bolt/docs/OptimizingLinux.md

2023 EuroLLVM - Optimizing the Linux Kernel with LLVM BOLT
2024 Linux Plumbers Conference - BOLT - Binary Optimizer for Linux Kernel

• Limitations of bolting linux kernel:

✓ Only x86-64 Linux kernel

✓ Sample-based profiling using LBR(Intel's last branch records) 

How about other targets like AArch64 or RISCV?  
Without LBR or BRBE?  How to support instrumentation profiling?   

https://github.com/llvm/llvm-project/blob/main/bolt/docs/OptimizingLinux.md


• https://github.com/llvm/llvm-project/pull/130948

[BOLT][Linux] Add support for instrumentation #130948

• https://gitee.com/openeuler/llvm-project/pulls/173

!173 [BOLT] Add support for kernel instrumentation of aarch64

Bolting the Linux kernel with profile instrumentation



Current Status

Our Work:

⚫ Enable kernel optimization for aarch64

⚫ Enable relocation mode for kernel

⚫ Enable bolt instrumentation for kernel

○ Support more features for linux kernel

○ Add indirect call instrumentation support

⚫ Done
○ In Progress

• Instrumentation (depend on relocation mode)
◦ jump

▪ leaf node
▪ edge not in the spanning tree

◦ call
▪ before call

◦ indirect call
▪ before indirect call

• Runtime
◦ indirect call runtime
◦ emit profile

• Non-relocation mode
◦ must keep function address

• Relocation mode
◦ w/o opt: keep function address
◦ w/ opt: create new function with new address

▪ rename f to f.org.0
▪ jump to f at the beginning of f.org.0

non-relocation mode
relocation mode



• Inline assembly
E.g. a table for kernel, but function for bolt

• Linux features

a. Alternative instructions

b. Exception table

c. Bug table

d. Static keys

e. Static calls

f. ...

Alternative instructions

• What are alternative instructions?

E.g.

◦ Replace BB0,BB1 of instr_offset with BB0 of repl_offset at kernel runtime.

• Problem:

◦ Bolt reorder/split may change instruction length, so alternative 

instructions may fail.

• Solution:

◦ Record alternative instructions info:

Assembly {offset, length} <-> BinaryBasicBlock {address, length}

◦ Trace and update offset and length of alternative instructions.

structure definition

example

Challenges

• Testing and Debugging

Code may be modified at boot time or runtime!



Results

100.00% 100.00%

105.30%
105.84%

109.41%

113.48%

90.00%

95.00%

100.00%

105.00%

110.00%

115.00%

http_long https_long

Nginx

Base BOLT for Kernel PGO for Kenel

• CPU：Kunpeng 920 (ARMv8.2)

• OS:  openEuler 24.03 LTS

(Kernel 6.6 version)

• Compiler: BiSheng Compiler

（based on LLVM17.0.6）

• Nginx Version: 1.21.5

• Benchmark Tool: wrk-4.2



Plans

• Test more benchmarks or workloads

> Unixbench/Sysbench/speccpu… …

> MySQL/Redis/Nginx/RocksDB… …

• Compatible with and collaborate with other tools

> PGO/AutoFDO/Propeller… …

• Support other archs: RISC-V/x86-64/…

• Support more kernel versions: 5.x/6.x…
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